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The Expanding Haystack

Cost of 1 TB storage in 2009:  

$300
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The Expanding Haystack

In 1979:
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The Expanding Haystack

$100,000,000
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E-mail Proliferation 
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Roadmap

� What

� Why

� When 

� How
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Litigation Holds…What?

What is a Litigation Hold?

Preservation of potentially relevant 
evidence during threatened or pending 
litigation or government audit
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Litigation Holds…What?
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Litigation Holds…What?

� E-Docs Sources – A Short List

Inc. Co.

Systems Hardware & Software

Removable Media

Desktop Hardware & Software

Portable Hardware & Software

Backup Systems



Riddell Williams P.S. 10

Litigation Holds…What?

� Word processing programs

� E-mail

� Instant mail

� Calendar scheduling

� Database management

� Applications

� Internet browsers

� Financial / accounting

E-Docs Sources – A Short List (cont.)
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Litigation Holds…What?

� E-Docs Geographic Sources

Inc. Co.

Satellite operations, 
partners 

and joint ventures

Third party storage

Employee personal equipment, 
home offices, PDA’s
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Litigation Holds…Why?

� Spoliation is:

� Making evidence unavailable when you have a duty to 
make it available; or

� Submitting false or altered evidence
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Litigation Holds…Why?

� A Bad Filing System can be Spoliation 
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Litigation Holds…Why?

� What Laws and Rules Apply for Enforcement?

� Federal and state statutes

� Inherent power of the court

� Rules of civil procedure

� Rules of professional responsibility
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Litigation Holds…Why?

Federal and state 
criminal statutes
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Litigation Holds…Why?

Inherent power 
of court 
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Litigation Holds…Why?

� What Are the Remedies for Spoliation?

� Adverse inference or presumption

� Monetary sanctions

� Exclusion of evidence

� Dismissal or default judgment
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Litigation Holds…Why?

Monetary 
Sanctions 
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Litigation Holds…Why?

Monetary 
Sanctions 
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Litigation Holds…Why?

Monetary 
Sanctions 
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Litigation Holds…Why?

Monetary 
Sanctions 
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Litigation Holds…Why?

� Spoliation as an Independent Tort 

� Not Washington, but other states (e.g. Alaska, Ohio, 
Indiana, Kansas, Montana and New Mexico) recognize 
some type of tort where:

1. Negligent or intentional destruction of evidence;

2. Agreement or duty to preserve evidence; and

3. Harm to a civil action proximately caused by the destruction
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Litigation Holds…Why?

Spoliation is a Sword that Cuts Both Ways
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Litigation Holds…Why?

Rule 37. Failure to Make Disclosures or 
Cooperate in Discovery; Sanctions

(f)  Electronically stored 
information.  Absent 
exceptional circumstances, 
a court may not impose 
sanctions under these rules 
on a party for failing to 
provide electronically stored 
information lost as a result 
of the routine, good-faith 
operation of an electronic 
information system. 
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Litigation Holds…When?

� When Does the Duty to Preserve Evidence Arise?

� Pending or foreseeable litigation

� Federal or state statute

� Contract
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Litigation Holds…When?

� Pending and Foreseeable Litigation

� Applies when you know or should know that evidence will 
be material to pending or imminent litigation or 
investigation

� Applies equally to prospective plaintiffs and defendants
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Litigation Holds…When?

Business
as

usual

Letter 
asserting 
possible 
claims

Lawsuit
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Litigation Holds…When?

� Examples of Triggering Events

� Filing of an EEOC charge 10 months prior to 
commencement of the lawsuit (Zubulake v. UBS Warburg, 
LLC, 220 F.R.D. 212, 216 (S.D.N.Y. 2003); see also Benton 
v. National American Univ. et al, 2007 WL 3231432 (D.Kan. 
2007) where triggering event was the filing of the first 
EEOC complaint.

� A large and seemingly sophisticated high-tech company 
failed to suspend the 21-day e-mail and data destruction 
policy after having been on notice of the plaintiff’s 
employment discrimination claim for months.  Broccoli v. 
Echostar Communications, 229 F.R.D. 506 (D.Md. 2005)
(Court found defendant guilty of gross negligence for 
spoliation)
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Litigation Holds…When?

� Examples of Triggering Events

� Receiving plaintiff’s demand letter 
(Oxford House, Inc. v. City of Topeka, 
2007 WL 1246200 (D.Kan. 2007))

� Meeting by representatives of the 
defendant 9 months before the lawsuit 
commenced to discuss allegations of 
sexual harassment which later gave rise 
to the lawsuit (Doe v. Norwalk 
Community College, 248 F.R.D. 372, 377 
(D.Conn. 2007))
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Litigation Holds…When?

� Examples of Triggering Events
� Meeting by the parties and their counsel 53 days prior to 

the complaint being filed, where the dispute was 
discussed and the defendant thereafter confirmed the 
meeting and the discussion in writing (Peskoff v. Farber, 
244 F.R.D. 54, 57 (D.C. 2007))

� One month before the complaint was filed, when 
defendant’s predecessor company sent its employees 
document hold memoranda relating to possible litigation 
(In re NTL, Inc. Securities Litigation, 244 F.R.D. 179, 193 
(S.D.N.Y. 2007))
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Litigation Holds…When?

� Examples of Triggering Events
� When defendant received a bankruptcy 

court order referencing the fraudulent 
scheme upon which plaintiff’s claims 
were based (E*Trade Securities LLC v. 
Deutsche Bank AG, 230 F.R.D. 582, 589 
(D.Minn. 2005))

� Filing by the plaintiff of the Contract 
Disputes Act (CDA) administrative claim 
(United Medical Supply Co., Inc. v. 
United States, 77 Fed.Cl. 257, 264 (2007))
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Litigation Holds…How?

� Steps for an effective litigation hold
� Determine if threshold reached
� Written notice to all “key players” and persons holding 

relevant documents
� Briefly describe litigation and importance of preserving 

documents
� Instruction to refrain from deleting relevant documents
� Suspend all “routine document destruction” such as 

automatic email deletion, etc.



Riddell Williams P.S. 33

Litigation Holds…How?

� Key Players
� Key Players are all individuals who were 

involved in the events relating to the potential or 
pending lawsuit or who may possess knowledge 
of issues relating to the potential or pending 
lawsuit

� Key players should be instructed in writing to 
preserve and retain all documents and ESI they 
drafted, sent, or received during all applicable 
time periods relating to the relevant issues that 
the company reasonably believes will be or are 
involved in the potential or pending lawsuit
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Litigation Holds…How?

� Sample notice language:
“As one of the potential custodians of documents, you 
cannot follow your normal document retention practices 
until further notice.  For example, you cannot 
automatically delete e-mail or recycle documents relating 
to [relevant subjects] as you might otherwise do in the 
ordinary course of your employment.”
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Litigation Holds…How?

� Sedona Guideline 8 states:
A Legal Hold is most effective when it:

� Identifies the persons who are likely to have relevant 
information and communicates a preservation notice to those 
persons

� Communicates the preservation notice in a manner that 
ensures the recipients will receive the actual, 
comprehensible and effective notice of the requirement to 
preserve information

� Is in written form

� Clearly defines what information is to be preserved and how 
the preservation is undertaken

� Is reviewed periodically and, when necessary, reissued in 
either its original or an amended form
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Litigation Holds…How?

� Practical Tips
� Send periodic reminder notices
� Designate responsible party and contact person
� When in doubt, err on side of preservation
� Create a record of your efforts to preserve documents 

and to suspend routine deletion
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Litigation Holds…How?

� Beware of Human Nature

Web results 1-8 of about 358,000 for wiping hard drives. (0.22 seconds)

Hard Drive Data Erasure
Certified Drive Erasure & Disposal
DoD Standard to protect your data
www.sansystems.com

Erase Your Hard Drive
Erase Sensitive Data from Your Hard Drive 
– Permanently.  Just $19.95
www.novadevelopment.com

Degaussers Bulk Erasers
For All Types of Magnetic Media
Hard Drive Degaussers
www.datalinksales.com

Clean Hard Drive
Erase Internet Tracks Instantly.
Free Download – 100% Guaranteed.
www.winclear.com

Hard Drive Erase
Hard Drive Erase/Test/Repair
All-in-One Industrial Hardware
www.YEC-usa.com 

Wipe Hard Drive Data
Permanently wipe hard drives clean with 
WipeDrive. US Dept of Def appr
www.Detto.com

100% HDD Wipe
Clean your hard drive fast & safely
Tested and certified: Download now!
www.blancco.com

Erasing Hard Drives
Top Rated Erasing Hard Drives Tool.
Free Download.  100% Guaranteed.
www.ConsumerSoftwareReviews.com 
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Litigation Holds…Further Reading

� THE SEDONA 
CONFERENCE®

COMMENTARY ON 
LEGAL HOLDS

� The Trigger & The 
Process
� A Project of The Sedona Conference ® 

Working Group on Electronic
Document Retention & Production (WGI)

� August 2007, Public Comment Version
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Key Takeaways

� Be Accountable

� Prove It

� Revisit It, Track It, Again, and Again



Questions?

Please contact us any time with additional questions.

Blake Marks-Dias
206.389.1575
bmarksdias@riddellwilliams.com

Gena Bomotti
206.389.1590
gbomotti@riddellwilliams.com


