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Social Networking Use –What’s Out There?

� Bebo

� Classmates

� Facebook

� Flickr

� Friendster

� LinkedIn

� MySpace

� Orkut

� Tumblr

� Twitter

� Vimeo

� Windows Live Spaces

� YouTube

� Yammer
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Increase in Social Networking Use

Outpacing email use (2008)
� 66.8% accessed social networking sites
� 65.1% used email

Users spent more time on social networking sites 
in 2008 (63% more time than in 2007)

Facebook:  566% growth in user time worldwide!

Source: Global Faces and Networked Places, A Nielson report on Social Networking’s New Global Footprint



Riddell Williams P.S. 55

How Businesses are Using Social Networking

31% of CEOs are on Facebook

30% of companies use social 
networking for PR/business 
strategy

29% of companies use social 
networking as a tool to manage 
and build the brand

23% of companies use social 
networking for recruiting

Source:         “Social networking and reputational risk in the workplace”  Deloitte LLP 2009
Ethics & Workplace Survey results
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How Businesses are Using Social Networking

� Corporate presence on social 
networking sites (Facebook, LinkedIn, 
Twitter, YouTube, etc.) and blogs

� Creates brand awareness

� Is a tool for business development, 
recruiting, and provides interface for 
customers to interact with your 
business (complaints, questions, etc.)

� But blurs the line between personal and 
professional life
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Social Networking Use –Not Just for Kids

35-54 year olds are catching on

276.4% growth rate 

Doubling roughly every two months

55+ demographic showing 194.3% growth rate

Source: 2009 Facebook Demographics and Statistics Report 
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Social Networking Use and Work

“Butt out!”
53% of employees believe that their 
social networking pages are none 
of their employer’s business.

“No way.”
40% of employers believe they have a right to 
monitor employee use of social networking sites, 
but few actually do.

“Fine Then.”
61% of employees wouldn’t change
what they’re doing even if their employer
monitors their social networking activities.

Source: “Social networking and reputational risk in the workplace” Deloitte LLP 2009
Ethics & Workplace Survey results
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Social Networking Use and Work

21% of employees admit to using 
social networking sites at work

54% of employers ban access to 
social networking sites at work

While 19% of employers allow for 
business purposes and 16% allow for 
limited personal use

Sources: ªSocial networking and reputational risk in the workplaceº Deloitte LLP 2009
Ethics & Workplace Survey results

ªWhistle – But don't Tweet – While You Workº available at http://rht.mediaroom.com/index.php?s=131&item=790
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Social Networking Use and Work

What does 
it all mean?
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Social Networking Use and Work

What we'll be covering today:

� Risks associated with employee use of social 
networking and the blogosphere

� Issues with monitoring employee use

� Using the Internet in recruiting

� How to protect your business 



Risks of 
Employee Use of 

Web 2.0
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Risks of Employee Use of Web 2.0

� Liability for employee torts 
(defamation of others, negligence)

� Liability for employee discrimination, 
harassment

� Duty to stop employee harassment

� The Guardian Civic League v. Philadelphia Police Dept. 
(Civil Action No. 09-03148)
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Risks of Employee Use of Web 2.0

� Defamation of employer
� Varian Medical Systems, Inc. v. Delfino

(Cal. Ct. App. 2003)

� National Labor Relations Act (NLRA)

� Fair Labor Standards Act (FLSA) and 
Minimum Wage Act (MWA)
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Risks of Employee Use of Web 2.0

� Disclosure of confidential information 
and trade secrets

� Intellectual property infringement



Monitoring
Employee Use
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To Do, or Not To Do?

� Enticing

� How many and what resources?

� What will you do with the information?

� Alternatives?
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To What Extent are Employers Actually Monitoring?

Source: ªFacebook, Twitter, LinkedIn and Compliance: What Are Companies Doing? A survey by the Health Care Compliance Association & the 
Society of Corporate Compliance and Ethics August 2009

53% of employers 
reported that they 
either don’t monitor
employee use of social 
networking sites, have 
not had an issue
arise, or have a 
passive system in 
place.

Security Dept 
monitors 

23%

Compliance Dept 
monitors 

2%
Informal 

monitoring 
process 

8%

Passive system – 
we act when we 
are apprised of 

an issue 
32%

Don’t monitor/ 
hasn’t come up 

21%

Don’t know 
14%

Security Dept 
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23%

Compliance Dept 
monitors 

2%
Informal 

monitoring 
process 

8%

Passive system – 
we act when we 
are apprised of 
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Don’t know 
14%



Riddell Williams P.S. 1919

Legal Pitfalls

� Invasion of privacy
� Lifestyle protection statutes
� Constitutional protections (public sector)
� Electronic Communications Privacy Act (ECPA) and 

Stored Communications Act (SCA)
� NLRA
� Title VII
� ADAAA
� ADEA
� FMLA
� Retaliation
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Pietrylov. HillstoneRestaurant Group d/b/aHouston’s

� ªLet the s**t talking begin.º

� Employee created group on MySpace.com ±
the ªSpec-Tatorº

� Private group, invitation only, invited only 
past and present Houston's employees

� Employer obtained access through another 
employee's MySpace account

� Claims

� Invasion of privacy

� Wrongful termination

� Violation of state and federal wiretapping statutes

� Violation of SCA and state equivalent
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Pietrylov. Restaurant Group d/b/aHouston’s

� Jury verdict in favor of employees on 
SCA claim

� Nominal verdict for violation of SCA 
(just over $3,000 in compensatory 
damages; $13,000 in punitive 
damages)

� Nonetheless, expensive (P's seeking 
$125,000 in fees, employer's legal 
fees, technical case involving lots of 
computer forensics, plus 5 day trial)
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Konopv. Hawaiian Airlines, Inc., 302 F.3d 868 (9th Cir. 2002)

� Pilot maintained website that was critical of airline, its 
officers, and incumbent union

� Encouraged other employees to consider alternative 
union representation

� Password protected website required assigned 
username

� Restrictive terms and conditions for use

� VP obtained access under false pretenses and 
suspended pilot
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Konopv. Hawaiian Airlines, Inc., 302 F.3d 868 (9th Cir. 2002)

� Sued for violation of SCA, Wiretap Act, retaliation under 
Railway Labor Act (RLA), and state tort law claims

� Airline denied summary judgment on SCA and most of 
the RLA claims

� Employer used other pilots' usernames and passwords 
(with their permission) to access website

� Violated SCA because pilots hadn't yet actually 
accessed the site - they weren't ªusersº of the site who 
could authorize the employer's access
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Monitoring Employee Use Is Appealing. . . 

� Pietrylo

� Philadelphia Eagles

� California Pizza Kitchen

� ªToday my job was so boring.º

� Fun in the Friendly Skies
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Oops . . .
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Discipline or Dismissal?

� Practical considerations

� Content discovered:  Is it protected (NLRA), 
defamatory, discriminatory, disloyal, or just bad 
form?

� Corporate culture

� Business strategy/objectives

� Policies
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Monitoring Employee Use of Social Networking Sites

One-quarter of employers have disciplined an 
employee for his activities on Facebook, Twitter, 
or LinkedIn.

Most employers have not directly addressed
the issue of employee use of social networking 
through policy or practice.

Source:       ªFacebook, Twitter, LinkedIn and Compliance: What Are Companies Doing? A survey by the Health 
Care Compliance Association & the Society of Corporate Compliance and Ethics August 2009



Recruiting
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Recruiting in a Socially Networked World

� Posting recruiting information

� Soliciting applicants

� Communicating company culture
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Candidate Research

� Industry-specific blogs 
� Discussion sites/chat rooms
� Listservs
� Blogs
� Social networking sites

� Gathering clues about character, communication 
skills, etc.
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“We’re checking up on you…”

use 
Facebook 

31%

follow 
candidates
on Twitter

7%

search blogs 
12%

use MySpace 
22%

use LinkedIn 
28%

use 
Facebook 

31%

follow 
candidates
on Twitter

7%

search blogs 
12%

use MySpace 
22%

use LinkedIn 
28%

Source: ªForty-five Percent of Employers Use Social Networking Sites to Research Job Candidates, CareerBuilder Survey Findsº 
Wall Street Journal August 19, 2009

45% percent of 
employers reported that 
they use social 
networking sites to 
research job candidates.

11% percent intend to 
start doing so.
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“…and we’re not going to hire you.”

Source: ªForty-five Percent of Employers Use Social Networking Sites to Research Job Candidates, CareerBuilder Survey Findsº 
Wall Street Journal August 19, 2009

35% of employers reported that 
they found content on social 
networking sites that caused 
them not to hire the candidate. HIRE
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Seek, and Ye Shall Find

53% Provocative or inappropriate photos or information

44% Content regarding candidate's drinking and drug use

35% Bad-mouthing former employer, coworkers, clients

29% Poor communication skills

26% Discriminatory comments

24% Lied about qualifications

20% Shared confidential information from former employer

Source: ªForty-five Percent of Employers Use Social Networking Sites to Research Job Candidates, CareerBuilder Survey Findsº 
Wall Street Journal August 19, 2009
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Is Internet Research of Job Applicants Unlawful?

Mullins v. Department of Commerce,
244 Fed. Appx. 322 (Fed. Cir. 2007)

� Plaintiff discharged after internet search

� Plaintiff argued violated right to fundamental fairness

� Lots of evidence of misconduct

� Dismissal upheld

� Issue remains:  Can an employer dismiss an 
employee or refuse to hire an applicant based on 
information from an Internet search?
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Recruiting in a Socially Networked World

Proceed with caution.  The old rules still apply.

Consider both practical and legal factors.
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Practical Considerations

� Don't believe everything you read

� Accuracy

� Fake accounts

� Planted information

� Mistaken identity

� Outdated and cached information
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Legal Considerations

� Discrimination

� Profiles show age, 
ethnicity, sexual 
orientation, marital 
status, etc.

� Medical and health 
information

� Photographs may 
indicate disability

� Retaliation

� Laws prohibiting 
unauthorized use of or 
access to electronic data

� Invasion of privacy

� Fair Credit Reporting Act

� Lifestyle Laws

� OFCCP

� Defamation
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Legal Considerations - Discrimination

� Title VII
� ADEA
� ADAAA
� FMLA

� USERRA
� FLSA
� GINA
� Plus WLAD and other 

state law equivalents
� U.S. Bankruptcy Code

Identify a solid (legitimate, non-discriminatory)
reason for not hiring an applicant 
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Legal Considerations - Discrimination

Simonetti v. Delta Airlines, Inc.

� Inconsistent treatment of information 
will get you in trouble

� Blog:  ªQueen of Skyº

� Risqué photograph in uniform

� Delta deemed inappropriate

� Claimed discrimination based on sex because 
inconsistent treatment of similar or same 
information with men
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Legal Considerations - Discrimination

� Are hiring managers going online on an ad hoc 
basis?

� Does human resources or corporate leadership 
know?

Safest bet:  If you would otherwise be prohibited 
from using the information, don't use it.
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Legal Considerations –Retaliation

� Title VII
� ADEA
� ADAAA
� FMLA
� FLSA
� USERRA
� NLRA

All have non-retaliation provisions
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Legal Considerations –Retaliation

Sarantis v. ADP, Inc., (D. Ariz. 2008)

� Subsequent employers discovering prior Title VII 
suit through Internet searches
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Laws Prohibiting Unauthorized Use of or 
Access to Electronic Information

� Electronic Communications Privacy Act (ECPA) 
� Clarifies privacy protections and standards for 

computer and telecom technologies

� Stored Communications Act (SCA)
� Prohibits unauthorized access to communications 

stored by Internet web sites

Bypassing site's access restrictions by posing as 
an employee or coercing access from employees 
could be problematic
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Laws Prohibiting Unauthorized Use of or 
Access to Electronic Information

Equally Applicable in Recruiting Context:

� Konop v. Hawaiian Airlines, Inc., 
302 F.3d 868 (9th Cir. 2002)

� Pietrylo v. Restaurant Group d/b/a Houston’s 



Riddell Williams P.S. 4545

Legal Considerations – Invasion of Privacy

� Did the applicant have a reasonable 
expectation of privacy?

� Analogous case in a non-digital setting: 
Johnson v. K-Mart Corp., 723 N.E.2d 1192 (Ill. Ct. App. 2000)

� Employer hired PI to pose as fellow employee
� Gathered information about family, health problems, 

personal views
� No business purpose for the information the PI 

gathered
� Not hard to see how this would play out in the digital 

world
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Legal Considerations – Invasion of Privacy

� If there's restricted access, applicant 
has better argument for reasonable 
expectation of privacy

� Liability may turn on evidence of 
circumventing passwords on applicant's 
(or employee's) blog or website, or using 
false pretenses to obtain access to social 
networking profile

� General rule: Internet information is in the 
public domain unless specifically restricted
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Legal Considerations –Fair Credit Reporting Act

� Generally applies when use ªconsumer reporting 
agencyº

� Social networking sites as ªconsumer reporting 
agencyº

� Should you obtain a FCRA authorization?
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Legal Considerations –Lifestyle Laws

� Unlawful to penalize employee or 
applicant for lawful off-duty conduct

� What do you do with the Facebook
photos you found of the applicant's 
debaucherous, but nonetheless 
lawful, trip to Vegas?

� Proceed cautiously even in states 
without lifestyle laws
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Legal Considerations –OFCCP

� Internet applicant regulations

� Reporting and record-keeping obligations 
for federal contractors with Affirmative 
Action Plans

� Will your Internet research of an 
applicant muddy the waters?
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Legal Considerations –Defamation

� Beware of the inaccuracy and 
unreliability of information 
obtained on the Internet

� Contain what you do find
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Recruiting - Recommendations

� Tread very carefully!

� Isolate decision-makers from information

� 22% of hiring managers are looking!

� Establish policies and protocols for Internet 
research of applicants

� Don't believe everything you read

� Don't rely 100% on the Internet

� Use a FCRA disclosure and authorization

� Consider doing Internet searches only after 
conditional offer of employment



Protecting Your 
Business
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Protecting Your Business

� Assess your business's unique 
needs and goals

� Establish social networking/blogging 
policies and guidelines for on- and 
off-duty use

� Disclaimers on company-sponsored 
blogs, social networking profiles
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Protecting Your Business

� Business protection policy should address:

� Extent to which employees may participate in social 
networking/blogging at work or for work-related purposes

� Guidelines for employees when using social networking 
for business reasons 

� Guidelines for employees when using social networking 
for personal use when communications may have an 
affect on the company's business

� Guidelines for supervisor-subordinate interaction
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Protecting Your Business

� Business protection policy should address:

� Adherence to company policies regarding 
confidentiality, non-discrimination, harassment, etc.

� Content should not include defamatory or offensive 
material

� Adherence to applicable state and federal laws, 
including copyright and trade secrets

� Possible consequences for violation of the policy



Questions?

Please contact us any time with additional questions.

Skylar A. Sherwood
206.389.1584
ssherwood@riddellwilliams.com


